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More» 



4 49ersVlsa 

A AAA Visa Card 

AAd vantage Ctti MasterCard 
AccountCenter Online 



AAdvantaoe Business Card 

AARPVisa 

Adam Patty Visa 




Figure 5G 



mm 



mwm 



1® httpsi/A/WJUHionitorjcofft/^/ebfstctlonld^ 




a: 

t 



s 
8 



Home Feedback Loooirt 



Manaae Section - Bills Monitor 



Change Layotrt 
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Cant find your account? Click HERE , enter the details and well add it! 
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User Selects the View 
for which the Layout has 
to be Modified. 
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User Clicks the Change 
Layout Link from the 
Options Menu. 
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The Current Layout 
Showing the Positions 
of the Various Monitors 
(row and column) is 
Displayed graphically 
to the User. 
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Monitor (Section) 
Position, Color Scheme 

etc... 116 




New Position (row and 
column) and color 
schemes for all the 
Monitors are stored 
into Database 
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Monitor (Section) 
Position, Color 
Scheme etc 
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View is Displayed with 
the Modified Layout 2 38 



Stop 
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Select the Monitor to be 
Re-arranged. 122 



Position the Monitor 
as derived (row and 
column) by clicking the 
Al!fi)w Buttons 
on Screen. 
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Select the Type of 
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for the Monitor. 



158 



1 



Click Add Button 
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the Arrow Button. 
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Read the Data (Position, Color etc) about 
all the Monitors in the View from Database. 
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with Column 
Number = 2? 



No 



Column 2 Flag = 0 




Populated Column Width: 
Width = 100% (Col. 1 Flag + Col. 2 Flag + 
Col. 3 Flag) 
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Generate HTML Code for a Table with 3 
Columns. The Width is specified by Width 
of Columnl , Width of Column 2, and the 
Width of Column 3. 
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Generate HTML Code to Paint the Various 
Monitors in the Order Specified by the New 
Number in the Respective Columns. 
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Web Site 4^ 



Enter User ID 
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Enter PIN or 
Password as needed42. 
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Database 404 
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*J or Select from an Alphabetic List or use 
• Search Function to find the Institute to 
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« 412 
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or Password 423 
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Encrypt and Store- 
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Password 
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Get Data from 
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Decrypt Data for this 
User, for this UID for 
this Institute 
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Decryption Key 4jjg 



Format Data for 
Presentation 
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Populate the 
Layout 
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a Monitor 400 
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is Enrolled for, would 
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List of Web Sites 
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Encrypt the Password 
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Password 
Decryption Key 
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Decrypt 512 
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Get PIN or Password 
and Decrypt the 
Password 
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User Institute 
Account Databases 
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User Institute 
Account ID 



User Institute 
Account Password 
or PIN 
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Encryption Key 
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Data Store 
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decryption key §16 



User's Site Password 
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decryption key £24 



Get the User Name of 
the User of the 
Site and Decrypt it 
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Get the Password for 
the User of the site 
and Decrypt it 
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Send All the Information 
to the Corresponding 
Knowledge Module. 
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Knowledge Module 
Connects to the Site 
from which data has to 
be extracted. 

644 



Knowledge Module Identifies 
the type of communication 
supported by the Server 
at the site. 

656 
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Open a Socket to 
the Site's Server 664 



Knowledge Module 
Loads the 
Required SSL Certificates 
for the Site. 
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Knowledge Module 
determines the protocol 

to be used for the 
Secure Communication 
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Knowledge Module 
writes the User Login 
Information to 
Output Stream of 
the Socket 
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Open a Secure Socket 
Conneciton to the 
Site's Server. 676 
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Knowledge Module 
Recieves the Login 
Session info and 
Cookies from the 
Server. 
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Request for the page 

that contains the 
required information 
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Knowledge Module Passes 
through the page and 
extracts the 
required data 
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Collected data is 
Encrypted 704 



Encrypted data 
is stored in Database 708 



User Account Data 
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Mv Favorites - Fast Login 
Setup My Favorites 



Start 



User Selects the Modify Option from 
the My Favorites drop down Menu 
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Web Site 
Details 
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List of all the web-sites currently 
Supported is displayed. 
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User Searches fo the We Site they 
wish to set up Fast Login 
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User Enters the 
Username/Password 
to access the Site 
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User Clicks Add 
Button 



830 



Web Site 
Details 




User Enters the URL 
and Name of the Site 
to be Added. 
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User Clicks Add 
Button 




Yes 



User Clicks Finish 
Button 
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Details of Web site 
setup by User 
are stored 
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User Selects the Site to Access from 


the Drop Down Menu showing ail the 


Sites to which Fast Login has been 




set up by the User. 
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New Browser is Opened and the Web 


site Opened in that Window with User 




Logged in. 
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User Selects Mobile Password Option 




from the "Options" drop down menu 
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User enters the Old Password (if the 




User has not setup a Mobile 




Password earlier, ener 




uMonitor Password 
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User Enters the New Password 




and Confirms it. 
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User clicks "Update Password" Button 
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New Password Is Stored in Database 
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Mobile Access: 
Setup Mobile Access 



Account Details 
Mobile Access 
Details 948 
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Start 



User Selects "Mobile Access" Option 
from the "Options" drop down menu 928 



List of all the accounts setup for 
aggregation by the user is displayed 
with check boxes to addthe account 

to be viewed in each supported 



932 



User checks accounts and the devices 
through which they are to be accessed g^g 



User clicks "Finished" Button 
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Information about the Accounts and 
the Wireless Devices in which they 
are to be seen and 
Stored in Database 
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User Invokes the uMonitor Application 
from the Mobile Device. 
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Request is sent to uMonitor Server 

for Welcome Page 956 



User Logs Out of the Application 
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Server Recognizes the device and 
sneds the corresponding 
Welcome Page 
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Stop 



User enters User-ID and Password 
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Server verifies User-ID and Password 



Display Error Message 
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List of Accounts that have been 
Selected to be accessed on 
that Device is Displayed 
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User Selects the Account to View 
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Details for that Particular account are 
Displayed in a format suitable 

for the Device. 988 



